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RECOGNIZING 
A CYBERATTACK

SAVE YOUR DATA BY 
LOOKING FOR THESE SIGNS

TECH TIPS
By Kelly McNeil, TechBldrs, Inc.

it may not have hit the headlines like the coronavirus
or election season, but the United nations recently 
suffered a major security breach. a vulnerability in 
their system — caused by a failure to patch a known 

problem! — was exploited by hackers to hit a variety of targets 
world-wide. what does the fact that the Un is lagging behind on 
necessary cybersecurity precautions mean for the rest of us? 

Software manufacturers spend
millions of dollars a year on patching
security flaws and releasing those fixes to
their customers. the hole in the Un’s
security should have been patched by
their it staff within a month of the
release of the patch, but it wasn’t. instead,
the Un was left wide open to the attack,
which was likely orchestrated by an
organized group of hackers, and could
likely have been helped along by
someone within the Un clicking on
something they shouldn’t have. the
extent of the breach remains unknown,
but reports suggest that the thieves made
off with a catastrophic 400GB of data to
now do with what they please. 

this is a situation caused by negligent
it support — but could an employee
have helped stopped the breach in its
tracks by recognizing a few key signs? 

Here’s how you recognize a cyberat-
tack in progress, and here’s what you can
do to try to limit the damage it does. 

1. A strange email
Sometimes an email will just look

“wrong” to you — whether it comes
from an unknown sender, or asks you to
accept a payment you never requested,
or any other suspicious activity, trust

your gut! if it was supposedly sent by
someone you know, give them a call or
talk to them in person to confirm. Don’t
click on any links, open any attachments,
or reply to the email, just delete it before
a hacker uses it to cause damage. 

2. A suspicious error message
Sometimes it’s the entire screen,

sometimes it’s just a window, but an
error message you don’t recognize and
doesn’t look “official” is never good.
when it doubt, don’t click on anything,
just crash your system: hold down the
power button of your computer until it
shuts off, or pull your computer’s plug
out of the wall. crashing your system
will power down your computer and
stop an attack in its tracks. 

3. Calls or emails from a 
service provider
always verify calls or emails from

Microsoft, your bank, or any other
service provider you use. Hackers who
already have some of your information
may try to swindle you into giving them
more than what they have by imperson-
ating a trusted company, like netflix,
american express, or Facebook. 

(Continued on page 52)



Promote your business in the
Route 422 Business Advisor! 

Call (610) 323- 6253 

if something doesn’t seem right, hang
up/don’t click on anything in the email
and contact the company’s support
service to confirm if the person that
contacted you was really working for
them or not. 

4. You’re locked out of your
computer, but you don’t
remember trying to logon 
if a hacker has your username and/or

password (or any you’ve used in the past),
they’ll often try to brute force their way
into your computer to gain access to your
information. in other words, they’ll keep
trying over and over to guess your
username and password combination in
hopes that they’ll eventually guess correct-
ly. Your computer may lock them out after
a certain number of tries, so if you find
yourself on the receiving end of a “too
many login attempts” error message,
hackers may be trying to gain access. 

5. Unknown software appears
and/or begins installing
without your permission
Hackers will often install spyware or

other malicious software on your
computer once they’ve gained access. or
it may download automatically after
you’ve clicked something you weren’t
supposed to! if you don’t recognize a
program that’s running on your comput-
er, or something you haven’t authorized
begins to install, immediately power
down your computer.

6. Your email suddenly 
stops working
if it’s been a suspiciously long time

since you’ve gotten an email and emails
you’ve sent are appearing as unsent, it
could be a sign that someone else has
access to your account. if you think this
might be the case, it’s time for a cyberse-
curity professional to help you — they
can determine if it’s any cause for concern,
or if your email’s just on the fritz. 

7. Your mouse/cursor moves
intelligently on your screen
on its own
while we’ve all seen our mouse move

when we bang our knee on our desk, one
of the surefire ways to tell if someone’s
actively accessing your computer is if
your mouse is moving like it suddenly
grew a brain of its own. clicking on
folders, accessing files, or opening your
system settings are all signs that
someone else is using your computer. if
you ever see this happening, immediate-
ly power down your computer and call
in professional help.

while remaining vigilant and educat-
ed about cybersecurity is your best line
of defense against hackers and other
criminals, we always recommend calling
us if you think you’ve been on the receiv-
ing end of these (or any!) signs of
cyberattack. if the Un can get hacked, so
can you, and so can your business. 

if you want to schedule a cybersecuri-
ty education session for your company,
want a free Dark web scan of your
company’s email addresses, or have any
questions about this article or other
cybersecurity concerns, you can call
techBldrs at 610.937.0900 or email us at
info@techbldrs.com and visit our blog at
www.techBldrs.com.
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