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FRANKLIN
AL T.OORING:.

FLOORS FOR YOUR BUSINESS
610-495-9200

We specialize in commercial flooring
solutions, value-added services and
specialized maintenance.

Franklin Flooring is a family-owned and operated
interior renovation service provider that brings
three generations of experience to the table.

WWW. franklmfloormg net
COMMERCIAL FLOORING B2B
211 COMMERCE CT STE 106, POTTSTOWN, PA 19464

JLC ENERGY

— ELECTRICITY
— NATURAL GAS

855-338-7333
267-349-6600

jlcenergyllc@gmail.com

www.JLCEnergy.com

1150 1st Avenue, Ste 501
King of Prussia, Pa 19404

Johnathan Chatman
CEO/Founder

We're Dreaming of a
Phishing-Free
Christmas

GET SAVVY FOR THE HOLIDAYS!

TecH Tips

By Kelly McNeil, TechBldrs, Inc.

The holiday season is here! Time for last-minute online
present shopping, an increasing number of holiday-
related emails in your inbox, and hackers trying to take

advantage of it all. Although the year has already been

full of malware attacks, Christmas time is when spammers take full

advantage of your busy schedule to bombard you with malicious

emails in hopes of getting you on their hook.

Ever gotten a piece of spam email that
has your full name, accurate details about
an online account, and looks almost ex-
actly like a “real” email you've gotten
from a service provider before? Congrat-
ulations, you've gotten spear phished! It’s
our Hot Holiday Trend of 2019, but not in
a good way.

Not sure what “spear phishing”
means? Still think it's only something you
do when you're on vacation in the Ba-
hamas? Keep reading to learn more about
this increasingly common (and danger-
ous!) form of spam, and why you might
be seeing more of it in your inbox soon.

Phishing? Spear phishing?
What are they, and
what's the difference?

Phishing and spear phishing are simi-
lar- theyre both online attacks that aim to
acquire confidential information that can
be used maliciously (like your bank cre-
dentials, social security number, pass-
words, etc.). Phishing is a broader term
for attacks that are not personalized and
are usually sent to a large number of peo-
ple at the same time. Often, this looks like
some sort of official and trustworthy
communication (like an email from Ama-
zon, or a text from your credit card com-
pany). The phishers are trusting that, by
widely casting their net, they have a
greater chance of catching a victim.

Spear phishing attacks target an indi-
vidual victim, and the messages they
contain are modified to specifically ad-
dress that victim, claiming they come
from an entity the victim the is familiar
with and containing personal informa-

tion (like a full name or geographic loca-
tion). They often include urgent calls to
action to stop their victim from examin-
ing the message too closely.

We bring
healing

HOME.

At TriCounty Home Health and
Hospice, it's all about helping
people. Our local professionals
work together every day to deliver
the high-quality home healthcare
you need.

Talk to your doctor about our
services or call us today
to learn more.

HOME HEAITH
& HOSPICE

13 Armand Hammer Boulevard, Suite 201
Pottstown, PA 19464
Phone: 855.237.0195 e Fax: 484.752.4976
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FLY
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610.495.6366

Fly-Elite.com

Dreaming of flight?

ELITE Dream no longer and spread your wings with Fly Elite.

* %

For only $99 for 30 minutes, or $199 for an
hour, YOU can take the controls of an airplane
and experience the thrill and excitement of
flight. You and one passenger can go along
for this rideof a lifetime as you get to take

the controls and fly the airplane yourself!

We offer flight instruction and aircraft rentals
for all flying levels. We also have a full service
maintenance facility to meet all of your
aviation needs.

Because of the personal level of spear
phishing attempts, it is more difficult for
the average user to identify spear phish-
ing attacks. Spam email isn't just easily
identifiable junk anymore, it has evolved
to fool you. This is why the amount of
spear phishing is increasing- because it
works!

How does
spear phishing work?

Spear phishing attackers target people
who put personal information on the in-
ternet without proper security precau-
tions (like making your pages private).
From looking at an online profile, they
might be able to find a victim’s email ad-
dress, friends/followers list, geographic
location, and any posts about services the
victim uses or products they have. With
this information, a spear phisher could
then construct a convincing email as a
friend or familiar entity and send a fraud-
ulent message to their target.

The target is asked to open an attach-
ment (often containing malware) or click
on a link that takes them to a fake website
where they are asked to enter passwords,
account numbers, credit card informa-
tion, and other sensitive data. The spear
phishers can then use that information to
access their victim’s various online ac-
counts and wreak havoc.

How can |
protect myself?

Have secure passwords

Reusing passwords across multiple
accounts means that if a hacker has access
to one of your passwords, they have
access to all the accounts you use that
password for. Every password you have
should be different and should include
basic security features like numbers,
special characters, and a mix of uppercase
and lowercase letters to make your
passwords more difficult to guess. Not
sure how to create a secure password?
You can check out TechBldrs” Hack-Proof
Password Formula on our blog (techbl-
drs.com/blog/passwords)!
Hover over links before clicking

It’s possible for a link to say it leads to
one site when in reality it leads to another.
Many spear phishing attackers will try to
complicate link destinations by using text
that looks like another (trusted) URL.
Hover your mouse over a link before
clicking on it to see where that link is
really taking you, and if it's a site you truly
want to visit.

(Continued on page 52)
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Link'Tech

LinkTech, Inc. is a structured cabling system provider that designs,
installs, and maintains cabling systems for all technologies and
security systems/access control systems. We strive to provide
reliable, high-performance data connectivity for our customers.

We appreciate the opportunity to participate in the bidding process
and ask that we may be added to the bidders list. LinkTech is
certified with PA D.G.S. as an MBE, ITQ, SPI and SDB.

For additional information please contact:

Ramon Melecio, President
rmelecio@linktechinc.com.
610.927.2126 Ext: 3001
Cell: 610.587.0406
www.linktechinc.com.

www.linktechinc.com
200 Penn Ave., West Reading, PA 19611

DECEMBER 2019

O

422business.com and 422bizmag.com ROUTE 422 BUSINESS ADVISOR



Sanatoga Animal Hospital
s 2814 East High Street
ac s Sanatoga, PA 19464

AUTOMOTIVE CENTER
1851 E Ridge Pike Royersford, PA

www.wesjackson.com

Lowng Careland Compass;on

- " State-of -the-Art Equipment’
Comprehens:ve Approach Emphas;zed in Treating Patients

_Surgery

DentaljCare e Dlagnostlcs
L TP Pre

WE CAN HANDLE ALLOF YOUR

AUTO REPAIR SERVICES INCLUDING

» Complete Computer Diagnostics
» Complete Safety Analysis

* Pennsylvania State Inspections
* Enhanced Inspection (Salvage Title)
 Oil Changes

* Tires

* Brake Repair Specialists

* Mufflers and Exhaust Systems
 Steering and Suspensions

* Tune-ups

* Alignments

* Fuel System Services

* Coolant Systems

* Emission Repair Facility

* Air Conditioning Service

* Electrical Systems

* Engine Work

* Drivability Problems

Shop Manager - Keith Smith
Service Advisor - Kim Galloway

610-489-6888
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TecH Tips

(Continued from page 51)

Adjust your privacy settings

Take a look at your online profiles and
assess how much personal information
you're sharing, what your privacy set-
tings are, and what sort of data attackers
could glean from one quick look at your
account. If there is anything you don’t
want a potenﬁal spammer to see, do not
post it, or, at the minimum, make sure
that your security and privacy setting
limit what others can see.
Use common sense

Companies will not send you an email
asking you to give them your username,
password, and other important account
information unprompted. Likewise, if
you get an email from a friend or acquain-
tance asking for personal information or
money, be cautious. Check with that
friend on the phone or in person about
the validity of the email- they may have
been hacked and not even know!
Look closely

Spear phishing emails will often ap-
pear legitimate on first glance, but if you
take the time to really examine them
they start to fall apart. Links like
“apple.real.org,” or “netfllix.co.uk” can

OWNER - OPERATED

look close enough to the real thing that
people don't question them when they
click, and minor misspellings or incor-
rect information can be easily rushed
over. Slow down, and double check!

Still worried you won't be able to rec-
ognize a phishing or spear phishing at-
tempt? If you don’t get a lot of spam or
aren’t familiar with the tactics spammers
use, you're the perfect target, since you're
more likely to fall for their tricks. You can
learn more and test your knowledge at
phishingquiz.withgoogle.com, a phishing
resource put together by Google.

Now, more than ever, people are more
vulnerable to spear phishing. Protect
yourself this holiday season by keeping
our tips in mind. Spear phishers are mak-
ing their list and checking it twice, and
you don’t want to be on it!

Still have questions? Want to know
what else you can do to protect your
personal information online? Call us
at (610) 937-0900 for advice or for a
free Dark Web scan, or check out our
blog at www.TechBldrs.com/blog for
more tips!

48 YEARS IN BUSINESS!

EMBODY’S SUNOCO SERVICE STATION
1435 E. High Street, Pottstown, PA 19464

Only Full Service Station in the Area!

Phone (610) 326-2250

Fax (610) 326-0132

embodyssunoco.com

* STATE INSPECTION
* AIR-CONDITIONING SERVICE

* GENERAL REPAIRS
* PA EMISSIONS TESTING

ROUTE 422 BUSINESS ADVISOR
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